Industrial Crisis Quarierly 2 (1988) 89408
Elsevier Science Publishers B.V., Amsierdam — Printed in The Netherlands

Local Preparedness for Chemical ..Pnnam:nm"

A Survey .
of U.S. Communities : .

Jobhn H. Sorensen and George O. Rogers
Encrgy Diviston, Ouk x..;.s.. National Luboraton®, #.0. Box 2008, Ook Ridge. TN 37831-6206.
USA

.

Abstract

Sorensen, J.H. and Rogers. G.O.. 1988. Local preparedness for chemical accidents: A survey of
LS. communitics. Indusirial Crisis Quanerly, 2; 89-108.

The preliminary results of a survey designed 10 assess the state of emergency :
preparcdness in communities across theé United States aid in the development

of a conceptual approach to cmergency management. The approach identifies oo
the relationships among existing emergency-management systems and prac- .
tices and assesses their cffectiveness in alorting and notifying the public. A
caomparison of data gléaned from a survey of emergency-preparedness officials
permits comparison of existing public-alert and notification systems with state:
of-the-art technology. procedures, and management systems. The study also
addresses the potential problenis and constraints likely to thwart timely effec-
tive warning in the advent of an emergency. Finally, the authors make recom-
mendations for improving public-alert and notification systems in chemical
emergencies. . ’ <!

Introduction

This paper describes preliminary results from a survey désigned to examine
community preparedness for fixed-site chemical accidents. The survey was
conducted as part of a larger study in support of TITLE 1] of the 1986 Super-
fund Amendments and Reauthorization Act (SARA). Section 305-bof TITLE )
111 requires the U.S. Environmental -Protection Agency (EPA) to preparca -
report to Congress reviewing current emergency systems for chemical acci- .

*Operated by Martin Marieita Energy Systems, Inc. under contract No. DE-AC05-840R21400
withihe U.S. Depantment of Energy.  *
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dents (USEPA. 1987). In support of that report, our research sought to iden-
tify the technology. procedures. and management practices used to alert and
notify the public in conjunction with a chemicat release. This study develops a
canceptual approach to identify the relationships between emergency sysicm
characteristics. management practices. and system cffectiveness with regpect
10 alert and notification of the public. :

Data from a survey of community emergency-preparedness officials are then
utilized to compare existing public alert and notification systems (o the state-
of-the-art 1echnology. procedures, and managemeni practices. Second. the re-
search assesses problems and constraints that would interferc with a timely and
cffective emergency warning. Finally, the rescarch assesses where significant
improvements can be made in public alert and notification systems for chem-
ical emergencies. '

The warning process

Several general models describe the warning decision process of individuals
(Janis and Mann, 1977 Leik. Carter and Clark, 1981: McLuckie. 1970; Mileti.
1975: Mileti and Sorensen. 1987; Perry, 1979; Perry and Mushkatel, 1984;
Rogers and Nchnevajsa, 1987, Williams, 1964: Withey. 1962) and organiza-
tions (Anderson, 1969; Mileti, 1975: Mileti, Sorensen and Bogard, 1985: So-
rensen and Gersmehl. 1980: Sorensen and Mileti. in press: Worth and
McLuckie. 1977). The organizational mode! defines the general components.
common decision points, and linkages that are somewhat characteristic of all
warning and protective action decisions. Figure | illustrates the key decision
points and communication linkages that define the process.

The mode! has three basic compounents: a detection subsysiem, an emer-
gency-management subsystem, and a public-response subsystem. The initial
stage in the decision-making process is the detection of hazard or the recogni-
tion that the environment poses a hazard. Once the hazard is detected, the
second key decision is whether or not the hazard poses a threat. Once the threat
is judged to be significant, the detector/assessor must decide whether or not 10
alert the public or officials to the risk and potential damages and, then, who
should be notified of the threat. A notification of a public official typically
results in the activation of an emergency-response system. The qrganization
initially notified miust decide who else to involve in a decision to warn. Once
mobilized. emergency managers must decide whether the risks warrant warn-
ing or protective action. Finally, a decision is made as to what type of protec-
tive action is needed and whether to and/or how towacn the public. :

The organizational component of an emergency can rapge from a simple sit-
uation involving a citizen-generated detection and alert mechanism to a com-
plex situation involving a large scientific monitoring program accompanied by
a decision-making structure in a bureduératic government. The process is often

.
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Figure 1. A model of a warning decision system. { From Sorcnsen and Milcti. in press).

interactive with numerous dynamic communication flows regardless of the scale
and complexity. As such, the modet implicitly recognizes the need for integra-
tion between the subcomponents, the need for timely and effective communi-
cation linkages, and the importance of decision making, including that
associated with public response.

The remainder of the paper discusses the various components and linkages
in the model using data from a survey of communities with a fixed-site facility
that stores, uses, or produces hazardous chemicals. The next section describes
the methodology used 1o collect that data. . '

Methodology
Unit of analysis

The unit of analysis for the study is the ‘community’. A community is a social
unit. not necessarily matching with a local political jurisdiction. Since the topic
of interest is in the community’s response to a chemical emergency. specifically
10 alert and notify the public, the community is represented by the lochi polit-
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. "
ical jurisdiction responsible for emergency alert and notification and planning
for chemical accidents. . .

It (acilities are located. in a sizeable city. this will likely be a municipal gov- -

ernment or a combined city/county government. If the facility is located out-
side a major city, in a rural area, or an unincorporated town, this will likely be
the county government. Facilities in small towns could be served by either a
county or city government with respect to the warning responsibility.

Thus the mapping of the facility into the appropriate local jurisdiction is
somewhat problematic because no written data are maintained on what local
organizational level is responsible for alert and notification of the public on a
systematic and comprehensive basis.

'

Sampling approach

The EPA selected facilities that store, use. or u_,oac.nn one or more of 20
hazardous chemicals to represent current industry emergency-planning, miti-
gation. prevention, and. monitoring practices. Communities were selected for
stydy by matching a facility to the community with jurisdiction over that facil-
ity. The approach used 10 identify the appropriate community organization
tapped the Federal Emergency Management Agency's (FEMA’s) national data
base on local emergency-résponse organizations, That data base, which con-
lains information on more than 3300 local emergency-response organizations
at the city. county. and combined city/county levels, represents the best avail-
able data on local emergency responsibilities. The concept matches facilities to
organizations in this data base at the city and county level. The city was used
first. because it is, in most cases. the smaller unit (i.e.. a single’county may
contain multiple municipalities, each with its own emergency-response orga-
nizations). The match was then made at the county level. When no matches
were found for a facility, telephone calls were made to ascertain jurisdictional
responsibilities.

Sampling frame

EPA uscd a purposive sampling frame to select 525 chemical facilities for
inclusion in the study. The sample of communities was sclected from the juris-
dictions regresented as follows. First, the community in which each facility was
located was matched to city-level emergency management agencies in FEMA's
data base on communily emergency-planning organizations. After all matches
were made, counties ig which the remaining facilities were located were
matched to county-level emergenty-planning organizations in that same data
base. When more than one facility matched a community or county, a single
facility was selected as the reference paint. The criteria for choosing facilities
among multiple facilities within a community. first, eliminated facilities known
1o be suspect based on the returns of facility questionnaires. Second, facilities

92 Industrial Crisis Quarterly, Vol. 2, no. 2

J.H. Sarensen and G.0. Rogers/Local prepuredness for chemical accidents

that matched identically on city name were sclected. Third. facilities with the
rarest chemical (out of the 14 chemicals with less than 100 facilities) were
chosen. Fourth, facilities using. m&a:w. or producing chlorinc were selected.
Fifth, private companies were chosen. And, finally, facilities were selected at
random {rgam among the pool of remaining facllities. At this stage, 248 fucility-
communify matches had been made. One hundred sixty-eight facilities were
climinated because they were not chosen when selecling a facility for a given
city. Seventy facilities avere dropped because they were iot chosen at the county
level. Thirty-nine facilitics did not match the data base at the city-or county
level. Of these. appropriate local emergency-management organizations werc
identified for 29 facilities. Ten facilities were never matched 10 a local planning
organization. Thi¥restlted in a total sample size of 277 local emergency-plan-
ning organizations that match with a facility contained in the EPA sample of
facilities. i

Theoretically, some of the 70 facilities eliminated at the county level could
be included if they were located in a municipality for which a local organiza-
tion for alert/notification existed separate from the county. No altempt was
made due to time limits to identify such possibilities. .

The screening question on the secand page of the questionnaire contained a
response 1hat the facility existed but was located in another jurisdiction. In
total. eight communily organi2ations returned the questionnaire with another
jurisdiction listed as being responsible. In all cases, questionnaires were sent
out to the replacement communities,

In several cases, the communities receiving questionnaires indicated that the
facility lisied for the community did not exist. but they had other facilities with
hazardous chemicals and wanted to complete the questionnaire. In such cases,
they were instructed to fill out the questionnaire and note on the instrument
the name of the facility used as a reference point. i

The questionnaires were mailed to the chief or head of the local agency re-
sponsible for emergency planning in each local jurisdiction defined to be in the
community sample. The majority of these were identified in FEMA’s Hazard
Identification Capability Assessmént and Multi-Year Development Plan for
Local Governments data base. Instructions were included to have the recipient
of the package give it to the appropriate person in the jurisdiction or area who
was in charge of emergency planning for the facility. Follow:up letters went to
all communities aot initially returning the questionnaire. Four questionnaires
were returned with inaccurate addresses and remailed at later dates.

Response rates

It was estimated that with telephone follow-up cails, 60 to 70% of the 277
communities receiving the questionnaire would respond. As of March 1, 1988,
responses from 53% of the sample had been received with 49% of the total
being completed questionnaires. The other 10% were returned with the com-
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pletion of the screening question indicating that the facility did not (or no
longer) exist(cd) in the community.

How will facilities notify community officials?

The linkage betwcen the chemical facility and the people in the community
is usually not direct, Warning decisions ususlly are made by city or county of-
ficials. The initial step of a warning is for the facility to notify the appropriate
community officials or point of contact within the community system.

Communities expect facilities to notify them in 2 number of different ways.
The primary channel is by commercial t¢lephone. Sixty-six percent of the com-.
munities cited telephone systems as the primary link. Approximately one-third
of the communities stated that radios would also be used. This is not unex-
pected: telephones and radios represent the most common forms of commu-
nication in general as well as in emerggncics.

But experts do not consider telephones-and radios as highly reliable forms of
communication, Telephone linés may fail (sometimes from the same event that
caused the chemical accident) or be busy. Radios often operate at different
frequencies. are found inoperable. or are difficult 10 use because of hcavy traflic
on the appropriate frequency.

Some communication systems are designed to overcome such problems.
These include dedicated telephone lines (a scparate line not linked with com-
mercial traffic). 911 telephone sysiems. dedicated radios. pagers, and special
alarm systems. None of these are commonly used in the communities studied.
ut least between the facilities and communities selected. Dedicated telephones
were cited in 5%: dedicated radios were found in 4%. pagers in 2%, and alarm

.systems in 4%, Only 3% judged that they would use the 911 emergency sysiem
to receive an alert even though one or more of the communities have 911 sys-
tems in their EOC. {n addition. some locations relied on less sophisticated or
more passive means of alerting. These included using a messenger (3%) and
relying on sirens or loudspeakers (7% each). Such forms of communication
are not highly reliable. .

It is noteworthy that more than one primary link existed between facilities
and communities. On average. & community specified 1.5 primary channels to
the facility. This means, however. at best. 50% of the cases rely on a single

means of communication. Fewer communities mentioned the availabilitylof

backup channels: About 30% of the sample claimed to have some backup ca-
pabilities. Backup channels were varied; | $% cited two-way radio. and only 5%
cited cither a dedicated backup or pager.

Overall. the findings are clear. The communication link between facilities
and communities is neither highly dependable nor reliable. The main linkages
are ones which are frequently the cause of warning failures. Backup equipment
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is not adequate in many cases. This is not (o say (ailure is certain, merely that
statc-of-the-art communications cquipment exists in relatively few situations.

How reliable is the comunication process?

The previous section examines the physical linkages between the facilities
and the communities. This scction addresses the communications process from
o community perspective. First, we examine the aspect of interaction clarity.
which refers to the understanding an organization has about the person in other
organizations with whom they will communicate. Second. we examine whether
there are vulnerable times of the day and weck in the communications link.
Third. we 1ake up the degree 10 which procedures have been established to.
describe the communication process. _u:E=.<.m@\n information needed by com-
muniites lo make warning decisions is addresstd.

Clarity of interactions

Waruing systems arc more effective when it is known who will issue the alert
and who will receive it (Drabek et al., 1981: Dynes, 1978). In this casc, addi-
tional precision calls for defining who at the facility will alert officials and who
in the community will receive that alert. Warning systems are also more effec-
tive if redundancy in this function is designed into the system. Thus, it is also
jmportant to know who will contact whom when or if the primary link brecaks

‘down. K

First. consider knowledge among community officials (mecasured by the
identification of the name and position of people responsible for sending and
receiving emergency notifications) concerning the alert process of the refer-
ence facility. About 50% of the communities identified the name and position
of the person at the facility responsible for the alert. Another 18% identified
the position but not the name. Twenty-five percent of the sample identified
neither name nor position. Ideally. every community would know at least the
position of the person at the facility responsible for alerting them.

One would expect a poorer knowledge of backup communicators. Such is the
case with 38% not knowing the name and/or position of the backup at the fa-
cility. Twenty-six percent could identify the person by name and pasition and
anpther 28% by position only. This suggests only a moderate level of knowl-
edge about interactions. This is a conservative stance as responders had the

.opportunity 1o retrieve the information from a plan or to call the facility and

ask (as some did). .

Even more important from the community's perspective is knowing who wilk
receive the atert. Replication of the same inquiry revealed that 5 1% of the com-
munities could identify the name and position of the persen who would receive
the alert. Another 39% knew the position that would receive the alert. Only
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10% failed 10 identify the name, position. or both. with only 2% responding in
the unknown category. As expected. knowledge of the backup decreased. Eighty-
two percent identified the nume or position of a backup. Those not identifving
at leost the name and position rose to 16%. Thus the clarity of interaction is
much higher within communitics than between communities and external
organizations.

Finally. we can examine the ongoing communications process. Because
cmergencies are dynamic events, new information may affect the warning de-
cision or change the content of warning messages. Henee. it is important that
organizations maintain communications, The reliability of communications
cquipment and the vse of established contact points between organizations will
determing the elfectivencss. Seventy-nine of the communities identified by
name or position, or both. the person in the community responsible for ongo-
ing communications with the facility. On the other side. 21% did not identify
cither the name or position of the communications contact in the community.

Overall. g high percentage of communitics have established a point of com-
munications within the community, which helps promote effective communi-
cations in an emergency. Fewer know who will contact them rom the facility.
The smaller percent who scem unsure of communications have a greater poten-
tial for not receiving an alert lrom the facility or miscommunicating informa-
tion when contacted.

Vednervable times

An emergency can occur al any time within a 24-hour period. Most larger
urban arcas maintain a continuous point of contact: other communities do not.
To ascertain the extent to which communities could not be contacted. we asked
the communitics to specily times in which it would be difficult for the facitity
to alert them. The lack of a 24-hour contact could prevent or delay a timely
public alert,

The vast majority of communities maintain a 24-hour communications ca-
pability. (This is not to infer that the communications will be made to the
contact point.) Eighty-eight percent indicated no potential vulnerabilities. OF
those who did indicate problems, 8% expressed concern over alerting ditlicul-
ties arising at night, 4% during the weekend. and 1% during cvenings. nights,
and weckends.

Overall. if the right person is called. most communitics can be notified on a
24-hour basis. For a few, however. delays can occur while the community offi-
cials are contacted should the emergency occur at an oft-hour.

How well established are communication procedures?

Once a community’s.point of contact receives an alert, it sets into motion. in
many cases. a notification process within the community. Scldom will the per-
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son recciving the notification have or solely take on the authority 1o issuc a
warning 10 the public. The ability to provide an effective and timely warning
:.:.., be shaped by the efficiency of the community response Lo the initial
notification: ' '

A major factor which deférmines the cfficiency of the process is knowledge
of what to da following the algrt {Barton, 1969: Brouillette and Quarantelhi.
1971: Drabek et al., 1981 Kreps.'1978: Stallings, 1978: Warbeit. 1968). Such
knowledge may be reflected by a well-articulated deseription of the steps 1o be
Liken or by having a standard operating procedure to follow after the notifica-
tion. Unclear knowledge. or even werse, no knowledge, of what to do will delay
or impede an cliective warning.

Communitics weve. therelore. asked o describe the procedure they would

fallow attgr receiving the alert. All but 4% described a procedure. The remain-
ing 96% were coded as to whether the procedure was clearly specified or part
of a standard operating procedure {SOP ): or whether it was described in vague
generalitics. Examples ofa vague procedure would be “we would contag) some-
one at city hall"'. or “'we would send someone to sce what was going on™. An
cxample of a clear procedure would be **we would call-people on our notifica-
tion list or backups in the order specified and activaie the EOC where these
people would gdther 1o assess the situation™. Of the 96%. about half of the
communities were judged to have ciear procedures and hall had vague proce-
dures. Since 65% of the communjties indicated they had a written warning plan
or procedure {although many did not provide evidence of this). we can inter-
pret this 1o mean that some of thg communities may not fully understand the
cantents of the plan or were poor in communicating the contents. Both are
potential communications problems in an emergency.

What information is needed?

An alert from the facility needs to be accompanied-by a notification, the
‘contents’ of'a warning. To make'a timely warning decision. pubtic officials will
nced 10 know more than that an emergency exists (Anderson. 1969: Dynes.
1970. 1978). In addition. the warning 1o the public must contain the ‘who-
what-when-where-why' of the situation. as well as other relevant content.
Therefore. we asked the communities what information they needed from the
facility to make a warning decision. ’

. The most common and frequently cited item of information needed by the
community is the type(s) of chemical(s) released or involved (79%). The next
most frequently requesied information is the size or amount of material re-
{eased (57%) and human health risk or danger (42%). Relatively few com-
munity officials indicated a need for information on location of the plume or
release (37%). speed of dispersion {24%), potential pathways (24%) or pro-
tective-action recommendations (20%). Still fewer local emergency authori-
ties indicated facility response or what the facility was doing to control the
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cvent (13%) or whether community assistance was needed (13%). Many of-
ficials. however. expressed needs in a general way (¢.g.. what happened ). Over-
all. community representatives cited 3.7 items of information needed on the
average. ’

Thesc results require cautious interpretation; nevertheless, they are reveals
ing. The need for caution stews trom the difficulty attendant on asking people
to envision .:a list on a questionnaire, what they would want in a hypothetical
chemical accidént of a gencral nature. Sccond. respondents may have assumed
a general response subsumed all of the more specific items.

Even taking such points into consideration, however, we are still left with the
conclusion that many communitics do not know what intormation to ask tor
in an emergency. Even if one assumes that eventually the person in the re-
sponse organization who docs know the right questions 1o ask takes over com-
munications, a delay will have occurred in getting the essential facts.

Several communities have prepared notification sheets for the receiver ol the
initial alert to request relevant data, In such cases, communities requested most.
if not all, information contained in our specific categorics, and some commu-
nitics requested additional data. Such sheets help ensure timely reeeipt of ﬂn_-
evant information and a writlen record of what is received. However, this is
not the casc in most communities. although there is a continuun in the amount

How reliable is the community decision-making process? N

The next stage of the alert process is for the commurity 1o decide whether or
nol 10 issue a warning to the pubtic. This may cntail not a single decision but a
series of decisions regarding precautionary warnings. warnings to take protec-
tive actions. announcements that the situation is not hazardous, or notifica-
tions that the emergency has ended. The most prablematic waming is for people
1o cvacuate, shelter, or tuke some other form ol scif' or group protection. In this
section: we examine the authority and role of issuing warnings, the length of
time 1o do so. the types of protective actions that would be considéred. and the
procedures tor making a decision.

Auwthority

The state holds the authority to issue emergency warnings 10 its citizens in
the face of disasters. Most states delegate such authority to :E:.&E__ and
county governments. That delegation means that the authority to issuc a warn-
ing is 1ypically assigned to an individual or set of individuals in local govern-
ment, Clear definition of authority is associated with an effective emergency
_Wmmvw:ma {Dynes, 1969; Form and Nosow. 1938: Thompson and Hawkes.

52).
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In most communitics. the people with that ﬁ:—:..:? are identifiable by cither
name and position (67%) or by position (J0%). In 2% of the communilics
that awthority was unknown. In most communitics. the person with autherity
is also the person with the assigned responsibility of issuing a waraing (79%).
In 7% of the communities, no one hus been assigned specilic responsibility. In
1 3%. that autharity has been assigned 10 a persan other than the one with legal
authority. Ifauthority is unclear or not assigned. warnings can be delayed while
such authority is established. In most cases. this .does not appear to be

. problematic.

E

How long does it ke to decide?

The length of time it takes 1o decide 10 issue a warning is variable, depending
on a host of factoars. Critical ones include how long it takes to mobilize decision
makers, how many people are involved in the decision, how long it takes 10
reach a decision, and the urgency of the situation. The last factor seems to be
critical CMEIgenCy Systems can. accelerate the speed of operations when a se-
,ahw crisis is ucc.:.:: Q::FGn_,_ when time u=os.m decisions proceed at a
slower pace. ?

One way things »nrn_aaﬁ in an urgent situgtion-is through involving fewer
decision makers. For coping with a fast-moving release of chemicals, commu-
nitics indicated a need 1o invoke an avernge of two decision makers. For a stow-
developing emergency, that number expanded to an average of five. A fast-
EoS:m event (requently .,2_—:_,3 only onc person to make a decision.

"To gain a rough estimate of the time it takes to mobilize decision makers. we
asked community officials to estimate'a minimum and a most likely mobiliza-
tion time to assemble decision makers in both slow-moving and (ast-moving

events. Whereus the estimates do not provide _:w:_x valid time estimates. gl-
though the means are within ranges established in actual oan-nonn_nu. they
provide an indication of the effect of urgency on the time of warning dissemi-
nation. People could be assembled in _.o:w__q one-third less time if the situa-
tion warranted. In addition, the minimum times werc about 50% lower than
the most likely. Similar relationships are also-obscrved about estimates of de-
cision-tlime, that is, once together, the time it took to reach a decision'td issue
a warning. [Wers

On the whole, the average time 8:353 to arrive at a warning decision
under _ann_ conditions given a fast moving event was 18.4 minutes. A most
likgly cstimate, reflecting conditions that would interfere with mobilizing and
decision, had a mean of 30 minutes. Those expand in slowly developing events.
The estimates reflect that many communities are capable of making timely de-
cisions, although a timely decision is not guaranteed even when the situations
warrants one. : .
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\
W hat actions will be reconnnended?

Protective actions are the range of actions propie can take w reduce expo-
sure 10 the hazard in an emergency. For chemical emergencics. the action most
alten practiced is evacuation. Another major option ts sheltering in a structure.
olien with enhancements such as taped windows 4nd doors or alterations in
the ventikition system. Other protective actions. not usually considered as such,
include respiratory protection, skin protection. positive pressure sheliers, de-
contamination. antidotes, and prophylactic drugs. -

Protective-action recommenditions are an important part of the notilica-
tion procedure. The public expects guidance on what to do. not merely bheing
told about the danger. Whed more than one profective action is considered,
delays may oceur in the decision process. On the other hand, when only asingle
action is considered for all situations. that action may not be an cffective means
of protecting the public under all accident scenarios. - .

Communities were asked what protective actions they would consider for
the general public and for institutions in a chemical emergencey, For the general
public. u slight majority of commuuiics (4% ) recognize both evacuation and
some type ol sheltering. Many woulll consider only the single action of evacu-
ation (32%) and 1o a much lesser exton shelter (4% ). Ten percent ol the com-
munitics have nat developed or are in the process of developing protective-
action steategics.

A similay pattern cmerges for institutionalized popualations. -More commui-

nitics (1 1%) viewed sheltering as the only option for institutions as opposed
1o the general population. Evacuation s o sole strategy diminished in appeal
but still remains significantly large (26% ). Evgcuation or sheltering is the most
popular strategy although many indicated a philosophy of shelier tirst and
evacuation in extreme conditions. -
- Qverall, the use of sheltering as a profective-action strategy is not as widely
-perceived as a viable option when compared to evacuation, Many communi-
ties are geared 1o an evacuation-only philosophy: fewer espouse a sheher-only
policy. Such policies reduce the problems in decision making but may increase
1he threat to people in theemergency. :

? . .

Honwwell extublished is the process:

The need for a procedure for making public alert and notilication decisions
follows the smne logic as for the initial notification response. Clear and under-
stood procedures lead to tore timely and effective decisions. Respondents were
asked 10 describe the procedure. Again. their responses were coded as having
no procedure. a vague procedure, or a clear procedure. An exarmple ofa vague
procedure would be “we would evaluate the situdtion™. An exampie of a clear
procedure is “"the mavor would consult with the fire chief and the plant man-
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.
ager and i the plant manager thought that a release would get oft site, we would :
issuc o warning™, ) * :

The results indicated that 32% of the communitics have clear or stundard
provedures for makiong a warning decision. Only 5% did not describe a proce-
dure. The remainder specilied rather vague peocedures. This is copsistent with
anothier finding that 39% said they had g written procedure or plun for making
a warning decision, . ) .

The lack of written or at least clearly detined procedures in the majority of
the communitics points up another constraint 1w ceffective and timely public .
alert. The deficiency is not a showstopper, but it increases the probability of a o

. warning system failure or a delay in issuing the alert. - . :

::.:..:._:_eu:_d:nwr.:c:_u.r.&. . . .
Providing ctergency information 10 and notification of thie public of a po-
tential danger is the primary objective of public-alert systems. Disseminating R
cmergeney alert and notificiation to the public in the event of warning emerges
as the leading problem facing ¢mergency managers in the communities; 44% ’
wentioned some farm of public alerting when asked 10 identify the' “weakest
link" in getting information to the public. i
Because the emergency-response problems differ for various population
groups, the warning systems and the warning requircmtnts vary among differ-
ent groups. People in close vicinity, — say. within a mile — of the tacility re-
quire prompt warning ol emergencies. whereas prompt warning is less critical -
for people within 5 miles. even though rapid warning is still necessary. Institu-
tional and transiont populations face quite diffcrent waming problems, com-
plicated by prohlematic mobility and susceptible populations in the case of the
tormer. and unfamiliar. special, or extraordinary circumstances in the latier. ..
Warning systems also have 10 account for the-tremendous variation in the lo-
catipn of people at various times of the day and days of the week.
»

Wakuing sysiems

’ Warning systcms may be characterized as.three basic types with spbtlassifi- ‘
cations as tollows:
Enhanced systems:  Use sirens and some form of specialized alerting such as
tone alerts. ) .
Siren-based ‘systems: . Rely on sirens for alen with use of media-based -
notification. .
Ad'hoc systems:  Rely on media and EBS and door-to-door or routc alert. .

Enhanced systems are capable of fast alert and fast notification of those with
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specialized alerting equipment. Siren-based systems have the potential for fast
alert (based on coverage) with notification being more problematic (Lach-
man. Tatsuoka and Bonk, 1961). Ad hoc systems require moss time to imple-
ment and to reach the public with a message. .

Yet ad hoc methods are the predominant means {45% ) ol warning people in
close proximity of the chemical facilities. Sixteen percent of the communitics
report relying on route alert o door-le-door notification. Another 29% would
rely on an emergency broadcast system (EBS) or media warnings. Siren-based
sysiems are utilized in 33% of the communities. Twelve percent af the com-
munitics use cnhanced systems that involve both sirens and tone-alert radios.
All of these systems would be effective in an emergency with a 3-to 4-hour lead

~1ime or to support a precautionary response. In i rapid-moving event. how-
ever. the majority of systems. including siren-based systems. are unlikely to
provide an eflective warning. In the S-mile radius. a slightly greater reliance is
placed on ad hoe systems and a lesser reliance on sirens or Lone alerts. Although
more time exisis 10 alert the more distant population. the ability to issue quick
alerts is similar to that in the 1-mile radius,

The use of tone-alert based systems as well as telephones increases for insti-
witional populations. A lesser reliance is placed on ad hoc or siren systems.
Nevertheless, about one-half of the communitics use conventional systems.
Tone alerts are used in 8% of the communities. lnstitutions need special warn-
ings to"allow extra time to implement protective responses. Many do not have
that cxtra margin of safety. Twelve percent of the communities have no provi-
stons 10 warn institutional populations. Transients arc largely ignored as a group
requiring warning. Eighieen percent of the commuynitics have no system in place
for warning nonresidential /noninstitutional poputations. The majority rely on
ad hoc or siren-hased systems to warn transients.

Souree of emergency warnings

Multiple sources of warning { Mileti and Sorensen. in press) and officialness
of the source (Baker. 1986: Drabek. 1969, 1983: Perry and Mushkatel, 1986:
Perry et al.. 1981) add credibility and belicvability 10 the warning messagc.
Because the credibility of a warning message and warning beliefare crucial in
the determination of public response 10 emergency warnings. the identification
of the source of the warning information is a critical element of the warning
process. Eniergency wamings are more likely to be effective when there are
multiple sources of warning indicated. and local authorities, political as well as
technical. are associated with the warning message.

The civil defense or emergency management official is the most frequently
reported source of warning information (83%). Additional emergency-man-
agement public-safety people reported as sources of emergency warniugs in-
<hude: the fire chief (74%). the police chief {60% ). and the sheriff (46%). The
most frequently mentioned manager or political official reported as a source of
the ,s.u_.siw is the mayor (53%). followed closely by the chemical facility man-
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ager (47%). then the countyfexecutive {(40%), the city or county manager
(31%). and state officials (28%). Sources of warning information who would
qualify as technical experis include public health officials (27%). a scientist or
engineer trom the facility (22%), and government scicntists or engineers ( 7%).
An additional 3% report no onc would be identified as the source of the infor-
mation. and 10% report other sources.

The people in charge of the emergency. at least in its initial phases, are well
represented as sources of warning information. This tends to achieve what might
he termed the “situation credibility™, .that is, the existence of an ¢lement of
understanding about the current situation. “*Authority credibility” establishes
whu is in charge and helps determine why people should listen to an emergency
warning that is not as developed as it should be. This kind of credibility is
associated with local governmept officials, who are represented less predomi-
nantly than emergency ofticials. The most under-represented sources of wara-
ing information are the technical experts. who establish the “technical
credibility” or public confidence in the accuracy of the warning message.
Wirning messages are likely 1o be most' eifective when all three sources of
warning are [irmly established. :

Abaut 20% of the communities would usc a single authority as the warning
source. Forty percent would attribute the warning to political or management
personncl, such as the mayor. facility manager. city and county executives, or
state officials. At Jeast one of each 1ype of authority is reported by 36% of the
communities in the survey, Whereas 12% of the respondents reported multiple
people in cach category of warning-source credibility, they tended to overiden-
tify emergency managers and political or management positions as sources of
warning and to under-represent technical information sources. Emergency
managers cunnot issue emergency warnings under a simple “stimulus-re-
sponse™ model of public reaction and thereby achieve effective emergency re-
sponse. These three kinds of warning credibility are established by specifically
identifying these kinds of people as sources of emergency warning. Public re-
sponse to emergency warning can be significantly improved by establishing
warning-message protocols that clearly identify warning sources and by estab-
lishing public confidence via enhanced situation and technical credibility as
well as credible authority in warning messages.

Warning preparedness

Preparedness is partially represented by having plans and procedures, as well
as ~priming” the system. The ways of priming include tests and public educa-
tion. Preplanned messages are also a sign of preparedness. Warning equipment
is tested on a fairly routine basis, with most reporting such tests on a iatz
(32%) or monthly (26%) basis. Some communities ( 1%) even report testing
of warning equipment and procedures on a daily basis, but 19% report testing
warning equipment and procedurcs less often than monthly.
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In addition. 10% report no testing at ail. Written protocols for comniunica-
tions with the general public. via the EBS or the media. have been prepared in
33% of the communities in the survey. and pratocols for institutional facilitics
are available in less than one community in tive { 19.7%). Few communities
have protocols for foreign-language populations.

Despite a scarcity of evidence that public education makes a difference as to
whether a warning system will function effectively. most agree that it contrib-

“ utes to an effective response. The majority af communities have in place cither
no public information program or a poorly developed one. Only 19% described
aprogeam with multiple activities. Another 21% had initiated a single activity,
typically the preparation of a brochure. Of the 40% who described a specific
program. howeves. only 15% provided cvidence that a program actually existed.

Conclusions

The current state-ol-the-art warming system for a chemical emergency nust
be able 1o provide both an alert and notification in a short time Frame due to
the potentially rapid speed at which a chemical can be dispersed. The state of
the art in facilily-1o-community alert would invelve the use of an automaed
alarm with a dedicated telephone line or a tone-alert radio/pager system. Both
would require some form of backup such as a 911 emergency sysiem and two-
way radio.

The cucrent state of the art tor public warning depends on the public’s prox-
imily to the facility. For people in close proximity (o the plant (within 110 2
miles) the statc-of-the-art system would invalve tone-ulert radios or a tele-
phone dialing sysiem coupled with a siren and emergency media message dis-
semination. For more distant populations (8 miles). any one ol those three
technologies is likely to be adequate.

The state-of-the-art management praclices are more diflicult to define. Al-
though plans are not a prerequisite or guarantee of effective respounse. they are
positively associated with better responses. As such. the clarity and presence of
plans are indicators of the quality-management practices.

Few communities in the study used state-of-the-art communication cquip-
ment or warning-system technologies. [t is clear that some communities do aot
need such equipment because the most likely tisk does not justify the expense.
In other communities the differences are more critical due to more severe
threats and a larger number of peaple end institutional facilities at risk. The
overall capacity of the majority of systems to provide a timely alert and notifi-
cation is questionable. particularly in u rapid-onset event.

With respeet 1o management practices. few communities had well-developed
plans and procedures to guide emergency response. Notably lacking were ca-
pabilitics to make decisions. Both lack of procedures and. more basically. in-
sufficient knowledge about what information is needed to make a decision.

104 Industrial Crisis Quarteriy, Vol 2, no. 2

J.H. Soreasen and (3.0, Roger

Lacal preparedness for chensical accidents

suggest major problems with issuing a timely emergency waming. Also lacking
were preplanned warning messages and public information programs.

The preceding data and other related siudies (Quarantelli, 1981, 1984) yield
the following conclusions about improving community preparedness {or po-
tential tixed-site. chemical accidents. These are ordered within the four cate-
pories with respect to the priority of each recommendation,

Techiol

{1} Improved communication technologies between facilities and communi-
ties with additional backup capubilities would rcduce the uncertainty about
umely notification. '

(2) lmproved public warning techaologies in high-risk and densely populated
areas would increase the likelihood of a fast and effective warning.

(3) Better cotmmunication links between community EOCs and institutional-
ized populations would ticlp insure timely notification of populations who re-
quire more time and special protection in emergencies,

(4) Adoption of computerized emergency-planning and management systems
and decision aids is likely needed 10 manage an emergency in a more effective
way. . N
(%) Improved communications equipment within community emergency re- .
*sponse organizations would sirengthen decision making in fast-moving events.

Procedures

(1) Use of a standardized information protocol to guide community informa-
tion collection and dissemination following the initial notification from the
facility would improve community decision making. ’

(2) Adoption of SOPs for Initial response to alerts, for making decisions on
warnings. and for recommending protective action is needed to systematize
response.

(3) Adoption of state-of-the-art warning-message protocols for both English
and. where needed. non-English-speaking populations would enhance the qual-
ity of the notification process. .

Manageinent Practices

(1) tmplementation of exercises in communities not conducting exercises and
more frequent cxercises in other communities will serve to improve coordins-
tion of response.

(2) Improving the working relationships between personnel at the facilities
and officials within the community emergency-respanse structure is necded.
(3) Developing and implementing improved public information programs
would foster public understanding of chemical emergencies.
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(4) Improving the o«ww:.ﬂﬁ_ozu_ interface and coordination among federal,
state. and _onp_ planning agencies would help insure the quality of local planning.

Techmieal information

VI
(1), Studies of public response to warnings in chemical emergencics are needed
10 improve waming-system design.
(2) Better technical information on sheltering would facilitate the making of
decisions qnmua:_w protective action.

The methods o_.unz_ns_._w _Bv_.o,.oa practices are varied and require 2:1:.
consideration. Among the possible mechanisms are improved planning guides,
new training courses, video conferences. seminars. workshops and working
thirough existing programs such as the chemical industry’s Community Aware-
ness and Emergency Response (CAER) to develop improved planning and
management practices.

The improvement of public-alert systems is feasible i::o:_ the develop-
ment of new technologies. The problem ol diffusing existing technology and
knowledge is greater at present than the problems created by the lack of appro-
priate technology. Unless new technologies led to low-cost equipment that could
rapidly alert and notify the v:E_D and was easily installed and maintained.
further technological advances would only increase the gap va:zna: practices
and the state of the art.

At alocal level the feasibility of improvement relies on two nmﬂoqm. The first
is the dissemination of information on low-cost or no-cost improvements. This
includes improving procedures and management practices. Major mau_,ocn-
ments in managemefit practices and procedures can be achieved withput :S._c_.
expenditures. b

The second is providing funds for improved communication equipment dnd
warning system equipment. It is unlikely thar comnunities have the fuads 10
install new communication devices or completely new warning systems. [m-
provements in these areas will require assistance to the communities or cbst
sharing.

At this point. it appears that the improvement of management cn/n:nau and
the na<o~ou3n_.: of better procedures to make decisions and 1o initiate the
waining process ate more critical than the promotion of better technology. al-
beil both are important. The most sophisticated equipment is relatively uscless
uniess it can be used properly. Some redressing of the poor communication and
the lack of decison-making capabilities among decision makers is a prerequi-
site to implementing state-of-the-art technology.
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Abstract

Tuler. $.. 1988. Individual, group, and organizational decision making in iechnological cinergen-
cies: A review of research. Industrial Crisis Quarterly, 2: 109-138.

Emergency-response systems for hazardous technological emergencics are gen-
crafly comprised of a number of organizations with varying degrees of control
over information and resources. The implementation of such systems and the
nced for coordination impose various conflicts on decision makers and re-
sponse personnel. Using the example of nuclear power plant accidents, four
critical categories of performance-shaping factors that can enable decision fail-
ures are identified: structural, affective, informational, and task and resource
characteristics. A review of individual. group, und organizational decision-
making litcrature suggests that many such factors may have important negative
influcnces on performance. The role of training and exercises is discussed as a
means for improving emcrgency-response system effectiveness and reliability.

Introduction

Emcrgency-responsc systems for hazardous technological emergencies are
generally comprised of a number of organizations with varying degrees of con-
trol over information and rcsources. The implementation of such systems and
1he need for coordiftation impose various conflicts on decision makers and re-
sponse personncl. Conflicts may result from tensions between flexibility and
the control of information and resources, beiween timing and effective deci-
sion-making strategies, and between the use of expertise and the timing of de-
cisions. The novelty of emergency situations and unrealistic or absent training
for real emergencies also further constrain the behavior of personnel.
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